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POINT OF SOURCES

EMEA DDoS & AppSec
Scrubbing Centers

APAC DDoS & AppSec
Scrubbing Centers
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CEE organizations are under targets of large-scale DDoS attacks

DAILY ACTIVITY

30

INCIDENTS
M
=
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=

Mar 2025 May 2025 Jul 2025 Sep 2025 Nov 2025 Jan 2026 Mar 2026
DAY WISE ACTIVITY

>1,000 large DDoS attacks on CEE organizations in the last year
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BRUTE FORCE RESURGENCE

+ 168. 2% 2025/2024

Increase in Network DDoS Attacks

* Global Record: 29.7 Thps (Aisuru-Kimwolf Botnet)
* Technique: Carpet-bombing & UDP Floods

25k
First Half
Second Half
20k

15k

10k

Attacks per Customer

5k

Number of Attacks

+101.4% >0,

Increase in Web DDoS Attacks

* Global Record: 398M RPS (HTTP/2 Reset)
* Technique: Backend Resources & APIls

2022 2023 2024 2025
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WEB APPLICATION AND API ATTACK CATEGORIES

Attack Category Evolution

1 B Vulnerability Exploitations - “Zero Day”

SQL Injection
Other

M Data Leakage

e Access Violation
53.4%
52.8%
35.4%
35%

32.5%

Percentage (%)

6.8%

a1u 10.2% " 10.9% 1% i E— z
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BAD Al BOT TRANSACTIONS

+91.8% _ _
2025 Bad Bot Transactions by Region

Second Half

First Half
(%]
c
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s +35.2% North America
b= 40.7%
©
g +26.2%
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2022 2023 2024 2025 CALA

15.2%
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THE CASHOUT ATTACK KILL CHAIN

2 3 o

4
(& || ik

Reconnaissance The List Phase The Breach The Sale The Fallout

Probing APIs Validating Users Targeting Legacy Dark Web Chargebacks &
via Password Reset Mobile APIs Marketplaces Financial Loss
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THE AGENTIC ECOSYSTEM

From Fragile Connectors to a Scalable Agentic Ecosystem

FRAGMENTED PAST AGENTIC ECOSYSTEM
e
AG-UI
Us;:;
- —>
Transition to
Standards

OneDrive

@
e )
Connector

Google Drive



HUMAN VS MACHINE

Defenders are Fighting Machines Now, Not Humans

Lower Time To Exploit (Newly Disclosed CVEs) .%

Increased Scale (Global Reach)

@ Automation & Orchestration (Targeted Attacks)

~—

on/7 Machines Never Sleep
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Market Evolution: Solutions Need to Adapt
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Evolution of Web Application Architecture

NETWORK/WEB ECONOMY

0000
00
o]

DDoS PROTECTION

Static Server-Side
Websites Rendering AJAX & JS
(1990s) (2000s) (Mid-2000s)

Static Server-Side
Websites Rendering
1990s 2000s Mid-2000s
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Evolution of Web Application Architecture

NETWORK/WEB ECONOMY

0000
00
o]

DDoS PROTECTION

Static Server-Side
Websites Rendering AJAX &S
(1990s) (2000s) (Mid-2000s)

Static Server-Side
Websites Rendering JS Apps
1990s 2000s Mid-2000s

APl ECONOMY

Single Page Microservices
2010s) (2010s)

Single Page  Microservices
Apps 2010s
2010s
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Evolution of Web Application Architecture

NETWORK/WEB ECONOMY

DDoS PROTECTION

Static Server-Side
Websites Rendering AJAX &S
(1990s) (2000s) (Mid-2000s)

Static Server-Side AJAX &
Websites Rendering JS Apps
1990s 2000s Mid-2000s

APl ECONOMY

Single Page
2010s)

Single Page
Apps
2010s

Microservices

Microservices
2010s

API SECURITY

Al-Driven Apps
(Emerging)

Al-Driven Apps

>
AGENTIC Al
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Who is TOP VERTICALS IMPACTED
Attacked?

2

Government

Manufacturing
Transportation
law and Governm... | 63
Finance || 57
Energy, Utilities & ... | 39
Media & Internet | 31
Hospitality | 30

Telecommunications - 27

116

Business Services || 26
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Who is TOP HACKER GROUP
Attacking? R

18 NoName057(16)
24

® ServerKillers
27

25

27 @ Mysterious Team ...
32

= ‘

Inteid

KEYMOUS+
@ AnonymousUzbek...
DarkStormTeam
636 Mr Hamza

Hezi Rash (Dark P...

BD Anonymous
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NoName057(16)

TOP VERTICALS IMPACTED
Government
Manufacturing 615
Transporiation 2 i
Law and Governm... 498
Telecommunications 252
Business Services 219
Finance 214
Hospitality 141
Energy, Utilities & ... 110
Utilities & Waste 105
DAILY ACTIVITY
]
" 0
=
20
0
e e ey

277

State-sanctioned Russian
hacktivist group

Attacks motivated by
perceived actions against
Russian interests

Attack Tool: Project DDoSia
attack toolkit, includes
cryptocurrency wallet to
receive financial rewards

Attack vector: Application-
layer large scale HTTPs floods

Additionally, we added a few more

Live Buses OSYPA - online bus tracking board
EAC portal of the Cyprus Electricity Authority
Supreme Cgurt of Cyprus

Ministry of Justice

Cyprus Ports Authority (closed by geo)

“radware |
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Why Web DDoS Attacks are Difficult to Detect & Mitigate?

Flood of encrypted
HTTPs requests are
identical to

legitimate requests

The traditional
mitigation toolset is
ineffective

Rate Limiting = Ineffective, as it impacts legitimate traffic

IP Blacklisting = Ineffective, as floods are generated from
large botnets

Geo Blocking = Ineffective, as attackers use local proxies

Manual Filters = Ineffective, as attacks automatically mutate
HTTPs methods and parameters

CAPTCHA —> Ineffective, as it impacts user experience, and
cannot mitigate HTTPs on APIs
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Distributes allowances and financial

30-min-long 1 million RPS Attack on a Major Public Financial d 0 over 30 millon beneficaie
Service in Europe

Action Attack ID Time : Application Name Host Account Name Source Attack Vector Severity Status
13 Apr 2026
76b91677-006e-433d-9... _D 05:05:05 Multiple HTTPS Attack Critical Terminated
Summa Detection . Mitigation
v Attack throughput was over 500 times 9

Attack ID: 76b9f677-006e-433d-9... _ Requests Rate larger than the legit traffic! _ Total Requests _ RPS Values

Attack Threshold Attack Start Value Received Dropped Average Maximum
Application: 1,763 RP5 341,007 RPS 49,014,435 42,375,403 31,219 RPS 987,818 RPS
Account: _ Total Packets _ Total Blocked RPS Rate Limit

. . Received Dropped Total Dropped RPS
Security Module: Web DDoS Protection So0k 1,500k 23,538,862 286,225 3,696,367 RPS
Attack Vector: HTTPS Attack
1,000k .
. ¥ 250k ® L7 Signature Block Geo Block IP
Start Time: 13 Apr 2026 05:05:05 AM o b
500k
End Time: 13 Apr 2026 05:31:10 AM L Latest Real Time Signature
0 0 A narrow signature was
Protection Duration: 26 minutes 5 seconds 05:10:00 05:20:00 05:30:00 05:10:00 05:20:00 05:30:00 NumberolBaiElBmenisiy created in real time with
Protection Status:  Terminated Inbound Blocked Inbound Blocked e Clean — Attack Threshold HTTP Method = GET to automatically block
Number of Query Arguments = 3 only the attack traffic
Source: Multiple
Number of Cookies =0
Action: Number of Standard Headers = 5
_ Application Behavior &) — _
Attack Threshold Attack Start Value AL TR AT ST TSI
] 9 Header 'authorization’ does not exist

Header 'cache* does not exist

Headear 'rontant® dnac nnt aviet

The result: No impact on the service!

e]e]
O

00
oe
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1.5 Hour-long ~2.5 million RPS Attack on a Major Hospital
in Europe

Artack 102
Application:
ACcoun:
Security Module:
Attack Vector
Start Time:

Enedl Time:

Pratection Duration:

Provection Stamus:

Source:

Action:

B5445974-6107-3644-8

Weh DDoS Protection
HTTPS Attpck

Z7 Apr 2026 22:13:33 PM
27 Apr 2026 23:43:43 PM
1 hour 30 minuteg 10...
Terminated

Mubltiple

1,300k

1,000k
i
H
n

S0k

o L=
223000 23-00:00
inbound Blocked

Application Behavier (1)

Atiach Threshold Aitsok Siart Vale

y 4

APFS

M

223000 =300 ZH0000 3000
Inbound Blocked e Clean — Afinck Threshold

The attack automatically detected
when both the rate and rate-

Distributes allowances and financial
aid to over 30 million beneficiaries

_ Tatel Reguests _ RPS Values
Fesmied Dropoed e— Me cimuem
1,111,461,100 1,108,038,374 204,500 RPS 2,498,978 AFS

5 0.9 invariant thresholds were breached
10
5E s
o
i}
i 3 £ &e I &3 -4 dp &
&7 F ’?{:-f 5 7 A & y 4 & 4
% L 3 L b LY o A L
Applicetion Behavior = Amack Threshold

The result: No impact on the hospital’s on-line services

_ Totsl Peckets _ Totsl Blocked RPS Rate Liamit
Recemned Dropped otel Cvopped RPS
523,320,976 150,700 87,772 RPS
L7 Signature Block Geo Block IF
Latest Real Time Signalure
Number of Path Elements = 0
HTTP Methad = GET
Mumber of Query Arguments = 0
Number of Gaokies = 0
Mumber of Stendard Headers = 5
Humber of Non-Standard Headers = 0
Header 'cache® does not exist
Header connection’ does not exist
Hender ‘content® does not eaest
Headar 1F-* doea not exist .

A narrow layer-7 signature
Header origin' doss not exig auto llﬂlh’ ted in real
Header referer does not exigt time with minimal footprint
to block only the attack traffic
oocee
stradware | 25



1 Hour-long 5 Million RPS Attack on a Major European University

Security Events

Application Protection

Infrastructure Protection

Time

09 Apr 2026
12:49:47

Attack Start Value
134,839 RPS

Attack Start Value
7.8

WAF DDoS Bot Web DDoS Protection
[ Search c‘.] =
Action Anack ID
~ s47eT163f1fc40026.. (O
Summary Detection
Attack ID: 547e7163-f11c-4002-8... Requests Rate
Attack Threshold
Application: 252 RPS
Account:
Security Module: Web DDeS Protection
Attack Vector: HTTPS Attack
Start Time: 09 Apr 2026 12:49:47 PM
End Time: 09 Apr 2026 13:54:57 PM
Protection Duration: 1 hour 5 minutes 10 ... PR
Protection Status:  Terminated :‘lw‘ Threshokd
Source: Multiple
Action:

Attack automatically detected when
both as both the rate and rate-invariant

thresholds were breached

The result: No impact on the university’s services

RPS

Appication
Behavior

7.5M

2.5M

Application Name

Host

y

Account Name

Attack ~20,000 larger than

Source

Multiple

the legit traffic
il
12:50:00 13:00:00 13:10:00 13:20:00 13:30:00 13:40:00 13:50:00
Inbound Blocked we= Clean — Attack Threshold
. L3 &e Fr &5 Fe -
& £ £ Py & &
Application Behavior ~ — Attack Threshold

Anack Vector
HTTPS Attack
Mitigation
Total Requests
Received Dropped
6,577,139,864 6,570,632,244
Total Blocked RPS Rate Limit
Total Dropped RPS
4,488,212 RPS
L7 Signature

Latest Real Time Signature

Number of Path Elements = 0

HTTP Method = GET

Number of Query Arguments =0
Number of Cookies = 0

Number of Standard Headers = 5
Number of Nor-Standard Headers = 0
Header ‘referer’ does not exist
Header ‘sec* exist

Header ‘unarade-insecure-recuests’ exist

(@) QuickRange: Lastiweek ~ [ O &

Severity

Critical

RPS Values

Average
1,656,710 RPS

Status

Terminated

Maimum
4,895,540 RPS

Narrow signature created in
real time with minimal
footprint to block only the

attack traffic.
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1 Hour-long 10 Million RPS Attack on a National Payment Card Infrastructure

Security Events Application Protection Infrastructure Protection

WAF DDoS Bot Web DDoS Protection
[Search Q] = (T) Quick Range- Last1Week ~ [ *
Action Artack 1D Time : Application Name Host Account Name Source Anack Vector Severity Status
Summary Detection Mitigation
Attack ID: d3f6d1 96-d020-4e35-0.. - ReguestsRate — am 15 ~ Total Requests - RPS Values
Altack Threshold Alack Starl Valae Received Dropged Average Maximum
Application: 5 RPS 317,182 RPS an 1088 20,465,142,171 20,458,059,872 | 4,651,168 RPS 9,579,337 RPS |
Account: o = ™ — Total Packets - Total Blocked RPS Rate Limit
Security Module:  Web DDoS Protection , ] , ‘ if;ﬁ“;;@‘“g ﬁ'_;‘;;d 484 | 1"';';.;%";;:: |
Attack Vector: HTTPS Attack 07:30:00 074500 OEROG00 ORISO0  OB:30:00 0730:00 074500 OR00:00 084500  OE:30:00
Start Time: 11 Apr 2026 07:24:26 AM fnbaund Blacked S B L7 Signature ~ Block Geo Block IP
End Time: 11 Apr 2026 08:36:26 AM Latest Real Time Signature
Protection Duration: 1 howr 12 minutes A e 0 MNumber of Path Elements = 0
- [ on Gel or 1L} —m—m——————— . .
Protection Status:  Terminated *1" ';=k Thie shidd ;‘-;u Slart Ve HTTF Method = GET Narrow signature created in
Sowce: hrE i i Number af Guery Arguments =0 real time with minimal
Humber of Cookies = .
Action e e footprint to block only the
L (] Number of Standard Headerz = § .
? fe T Fo ng, f; Fe Number of Non-Standard Headers = 0 attaCk traffl c.
;‘5:' = e? _&9‘?.5."? & \2@ o £ ad ;‘35? Header ‘cache® does not exist
g Frs = Header ‘connection’ does not exist
Attack automatically detected when Application Behavior  — Attack Theeshokd st rtore doss not erat
both as both the rate and rate-invariant e
thresholds were breached
h | Im h ' | m d
L[]
O [he result: No impact on the National Payment Car
ooee
Stradware | 27



2 Hour-long 12 Million RPS Attack on a European Public Government Services

IZ:' <.:] Security Evenis | Application Protection Infrastructure Protection

WaAF DDoS Bot Web DDo5 Protection
[s._ach Q] = (@) Quick Range: Lest1Week ~ [ O
Action Antack ID Time - Application Name Host Account Name Source Anack Vector Severity Status
N 11 Apr 2026 ~ ; . i
~ Blockec bebco272.01f0-42854.. () 002 boi.org.l Multiple HTTPS Attack | Crtical Terminated
Summary Detection Mitigation
Attack ID: bahc0272-91f9-4285-a... Rate 15M Total RPS Values
Antack Threshaold Attack Start Valee Recaived Dropped Average Maxkmum
Application: 93 RPS 295,878 RPS - 54,854,965,762 54,850,181,503 7,836,423 RPS 11,498,515 RPS
e
Account: & Total Blocked RP'S Rate Limit
M Tatal Dropped RPS
Security Module: Web DDoS Protection 3 452 951 RPS
Attack Vector: HTTPS Attack. a
08:15:00 08:30:00 08:45:00 09:00:00 00:15:00 09:30:00 02:45:00 10:00:00 L7 Signat
Sy UL STl Inbound s Blocked we Clean — Attack Threshold
End Time: 11 Apr 2026 10:11:27 AM Latest Real Time Signature
Protection Duration: 1 hour 55 minutes 25... _ Number of Path Elements =0 AND
Protection Status: Terminated Attack Thrashold Attack Start Valse = HTTP Method = GET AND
5 6.6 E E Mumber of Query Arguments =0 AND
Sourca: Multiple £
=2 Mumber of Cockies =0 AND
Action: Blocked Numnber of Standard Headers = 5 AND

Mumber of Non-Standard Headers =0 AND
Header ‘sec* exiat AND

£ & £ F F & K &

Application Behavior ~ — Attack Threshold Header ‘upgrade-insecure-requests’ exist

O The result: No impact on the Government services

O #radware | 28
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Protecting Online Business from Malicious Al BOtS os/s-20/4126)

11.18B 230.3M 31.1B SEWAY

i - - -
1.4Bw'1:ﬁ: -
1.2B ..

1B -

800M ...
600M .-
400M -~

200M ==

a - - - -
0MarIO0  TIMAIZO0  IZMAITO0  ZIMArTO0  Z6MOr200  ISMarZOl  ZEMArZD0  ITMGr300  ZIMAr3S0 I9MOrI00  JOMArDD 31 MarD0  TAMSD0  ZANZOD  3ArI0 4npr 300 SAMED0  Gapzmo TAPIIGO  BARCIO0  SANIT0  IDANIO0  TIARIEN0  1ZANE0E  13APCIO0  14AI00  ISAMID00  1SARIIN0  17ARTIR0  IEADFIN0 1DAMEO0  J0AMIDR
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What keeps me up at ni
is the idea that bad actor.
could build and dew
superintelligent Al before

the rest of the world Is
to defend againstit.

Sam Altman,
CEO of OpenAl
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