
Fedd fel kitettséged a 
Rapid7-tel:  

ASM és CTEM új megközelítésben

Foki Tamás
Senior System Engineer
tamas.foki@clico.hu



2

Attack Surface Management 
and CTEM
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Fragmented Attack Surface 
Challenges Productivity, 

Efficiency, Credibility

COMPLEX SYSTEMS INTEGRATIONS
Caught in a web of disparate, conflicting sources to try to get 
effective context, make decisions, and know where to focus

INCREASING BUDGET DEMANDS
Escalating investments in technologies and training, as teams 
become more burnt out and struggle to point to ROI

MORE DATA TO SYNTHESIZE
Challenged to keep up with volume of change to get a cohesive 
understanding of your total attack surface that you can trust
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Rapid7 Insight Platform
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Exposure Command and Surface 
Command
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Visualize Your 
Attack Surface 
from Inside and 
Out with Surface 
Command
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Eliminate Exposures. Everywhere.

Synthesize your entire 

attack surface

Gain an accurate, deep, and 

continuous view of your total 

attack surface, enabling you to 

stay ahead of known entities, 

shadow IT, and new resources.

Uncover the riskiest, most 

imminent exposures

Instantly assess the true 

security of your technology 

stack to identify the assets 

and attack paths attackers are 

most likely to exploit.

Empower teams to 

mitigate threats together

Accelerate remediation and 

track progress across teams 

with trusted guidance that 

integrates with existing tools 

and workflows.

SURFACE COMMAND

Confidently Prioritize Exposures From Endpoint to Cloud
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Attack Surface & Adjacent Tooling Comparison

Asset Inventory EASM CAASM RBVM Rapid7 
Surface CommandC
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● Limited to data from 
vendor’s agent or 
vulnerability scanner

● Lacking larger ecosystem 
context and telemetry

● “Free” offerings focuses 
only on vendor’s native 
data

● Limited to external assets 
- important, but represents 
only a small percentage of 
an organization’s overall 
attack surface

● Primarily focused on 
internal assets, identities, 
and compensating 
controls

● Missing telemetry from 
threats, vulns & exposures

● Lacking native EASM, 
requires a separate 
solution

● Limited to data from 
vulnerability scanners & 
CSPM

● Context comes from 
vulnerabilities, exposures, 
and some business tools - 
missing the larger 
ecosystem data to be 
more actionable and 
complete.

● Comprehensive visibility 
across ecosystem to 
deliver most complete 
view of the attack surface

● Native telemetry support, 
but also vendor agnostic

● Context from 
vulnerabilities, exposures, 
business applications, 
assets, and threat data

Sc
op

e
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Rapid7 AI Engine

R7 NATIVE DATA COLLECTION YOUR CRITICAL SECURITY ECOSYSTEM

Exposure Management Detection & Response

Command Your Attack Surface

Global Managed Services

VULNERABILITY DAST
CNAPP VALIDATION

MXDR NEXT-GEN SIEM
DFIR THREAT INTEL

Attack Surface Management
ENDPOINT TO CLOUD VISIBILITY AND MONITORING

Agent Network CollectorsAPIsR7 Labs Scans Cloud Identity SaaS Supply ChainIaCExternal ContainersApplications

CONNECT CORRELATE CONTEXTUALIZE PRIORITIZE RESPOND



14



15



16



17



18

Complete  attack 
surface visibility from 
insight and out - 
powered by Surface 
Command

Detect and prioritize 
vulnerabilities with 
purpose-built 
assessment from 
endpoint to cloud.

Proactive risk and 
compliance 
management for 
modern cloud 
workloads

Automatically identify, 
triage, prioritize  and 
remediate application 
risk

 Complete Attack 
Surface 

Management

Hybrid Vulnerability 
Management

Cloud-Native 
Application 
Protection

Continuous 
Application 

Security Testing



19

KÖSZÖNÖM 

 
Foki Tamás 

Senior System Engineer 
rapid7@clico.hu 

 tamas.foki@clico.hu

mailto:rapid7@clico.hu
mailto:tamas.foki@clico.hu
mailto:tamas.foki@clico.hu
mailto:tamas.foki@clico.hu
mailto:tamas.foki@clico.hu
mailto:tamas.foki@clico.hu

