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More innovation.

Increasingly complex attack surface.

17% Of organizations 40% Of SecOps 43 Average number of 80% Of organizations

can clearly identify and leaders think Al will have the security tools, with 69% of attest that they do not fully
inventory a majority (95%-+) most impact on security in the leaders noting a significant understand their attack
of their assets. 1 next 12 to 24 months. 2 increase in the last few years. 3 surface. !
Strategic Goals Common Situation / Barriers
@ Enhance customer experiences Multi-cloud, hybrid stack
[+
@ Increase cloud adoption Distributed workforce

Fuel automation with Al Constant regulations and audits

@ Eliminate operational silos @ Growing attack complexity
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Fragmented Attack Surface
Challenges Productivity,
Efficiency, Credibility

Pt

NETWORK

MORE DATA TO SYNTHESIZE
Challenged to keep up with volume of change to get a cohesive

understanding of your total attack surface that you can trust

SERVERS

Security

Focus
COMPLEX SYSTEMS INTEGRATIONS
Caught in a web of disparate, conflicting sources to try to get

effective context, make decisions, and know where to focus

INCREASING BUDGET DEMANDS
Escalating investments in technologies and training, as teams

IDENTITIES
become more burnt out and struggle to point to ROI

& USERS

C?D

SUPPLY
CHAIN
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Organization’s Lack Accurate Visibility

Data Reconciliation

ASSETS THREATS VULNS CONTROLS
68,234 18,345 456,789 78% EPP
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Rapid7 Insight Platform —
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Cloud Security
INSIGHTCLOUDSEC
Agpllca.tlon XDR & SIEM
ecurity
INSIGHTIDR
INSIGHTAPPSEC
2 z
17 RAPIDY) =
Lit o
% Vulnerability INSIGHT PLATFORM Threat <
b= ¢ Management Intelligence 5
INSIGHTVM THREAT COMMAND n’
BY RAPID7
Services Orchestration &
Expert Managed & Automation
Consulting Services INSIGHTCONNECT
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Exposure Command and Surface
Command
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RAPIDI) ®F S n
. . Command Platform o
I S u a I Z e O u r © b Attack Surface o)
| 88 Attack Surface v
Overview

Assets
|dentities 58 Your Attack Surface © Understanding your data
External Assets

Workspace % 61,122 (@} 57 61,179 43,450 95

Total Assets > Total Identities > Admin Identities >

Risk v
On-Premises Assets Cloud Assets

from Inside and =

Priority Actions

8o Automation

| ]
@ Administration @ 23,430 Assets without Endpoint Security @ 11,127 Assets without a Vulnerability Scanner B3 Admin Identities without MFA Enabled
Install an endpoint security agent on these assets to Setup up vulnerability scans for full coverage Enable MFA for this group of users
complete coverage
Solutions

B Surface Command

0o

External Assets View All
P InsightM
O I I I I I l a I l P InsightCloudSec 15 Domains 1 1P Addresses O cCertificates & 15 services
Externally accessible domains and Externally accessible hosts SSL Certificates on external hosts Running services exposed on
P InsightAppSec
subdomains external hosts
P  InsightiDR
) Threat Command
P InsightConnect
€ 4



SURFACE COMMAND

Eliminate Exposures. Everywhere.

Confidently Prioritize Exposures From Endpoint to Cloud

Gain an accurate, deep, and
continuous view of your total
attack surface, enabling you to
stay ahead of known entities,

shadow IT, and new resources.

Instantly assess the true
security of your technology
stack to identify the assets
and attack paths attackers are

most likely to exploit.

Accelerate remediation and

track progress across teams
with trusted guidance that
integrates with existing tools

and workflows.

RAPIDX)




Rapid7 Attack Surface Management

Customer Signals

()

&
®

er Asset Attack Surf
(CAASM
Q 090

Cyb ace Management
)

Servers & ‘:D:' i
EndeintS VM Scanners EPP/EDR Identities ITSM Psroact!;/e
m-. ecurity
5
Systems Firewall AppSec
ligh-Fidelity Telemetry D
Cloud mani
apid7
Products
Aggregate,
Network Correlate, & Validate
Prioritize
SaaS Apps ................ » RAPIDD ........................................... N S|gna|3 with
Complete
Identi Federated Search & Context
entity Analytics
Custom Data Unified Asset
Model @
User Activity & IPAddresses
Context
Business [B R Act Faster,
IP Blocks &/ With
Context @ Froject Confidence
Domains Ports

Sonar

100+ 3rd Party
Connectors

External Attack Surface Management (EASM)

Continuous Threat Exposure
Management (CTEM)

RAPIDYF)

Remediation &
Ticketing
Vulnerability Exposure °
Compliance Configuration
Management Management ‘i“ Jira
Topology Continuous
Mapping Assessment
ML-driven Attack Path
Correlation Analysis
Threat Risk Based
Intelligence Prioritization
Attacker Public
Behaviors Accessibility
Compensating Business
Controls Context
Correlation Tailored
Transparency Assessments
Actionable Automation
Reporting Workflows

&R Microsoft Intune

RAPIDY)

and many more...

A



Rapid7 Surface Command -

. Cyb ace Management
Customer Signals )

er Asset Attack Surf:
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O Servers & Q
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Endpoints

VM Scanners EPP/EDR Identities ITSM
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Firewall AppSec

)7,

Rapid7
Products

-1 Systems

ligh-Fidelity Telemetry

&) Cloud
}-0 Network

SaaS Apps
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Identity

Custom Data Unified Asset

Model

Q

IP Addresses

User Activity &
Context

=9
Business

Context

@ IP Blocks m \\c':/
Project

Domains Ports Sonar

External Attack Surface Management (EASM)

@ 100+ 3rd Party
Connectors

Federated Search &

RAPID})
Exposure Command

Continuous Threat Exposure
Management (CTEM)
Vulnerability Exposure
Assessment Validation

Remediation &
Ticketing

servicenow

Proactive
Security : — @ AUTOMOX
Compliance Configuration
Management Management ‘i“ Jira
Topology Continuous Q BigFix
Mapping Assessment
&R Microsoft Intune
Aggregate,_ ML-driven Attack Path
Correlate, & Validate Correlation Analysis RAPIDF)
Prioritize
"""""""""""""""""""""" > Signals with Threat Risk Based and many more...
Complete Intelligence Prioritization

Context H
Attacker Public '
Behaviors Accessibility
Compensating Business
Controls Context
Correlation Tailored
Transparency Assessments
Actionable Automation
Reporting Workflows

Analytics

Act Faster,
With
Confidence
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Attack Surface & Adjacent Tooling Comparison

Rapid7
Asset Inventory EASM CAASM RBVM 2
Surface Command
e Limited to data from e Limited to external assets e Primarily focused on e Limited to data from e Comprehensive visibility
vendor’s agent or - important, but represents internal assets, identities, vulnerability scanners & across ecosystem to
vulnerability scanner only a small percentage of and compensating CSPM deliver most complete
e Lacking larger ecosystem an organization’s overall controls e Context comes from view of the attack surface
context and telemetry attack surface e Missing telemetry from vulnerabilities, exposures, e Native telemetry support,
e “Free” offerings focuses threats, vulns & exposures and some business tools - but also vendor agnostic
only on vendor’s native e Lacking native EASM, missing the larger e Context from
data requires a separate ecosystem data to be vulnerabilities, exposures,
solution more actionable and business applications,
complete. assets, and threat data

¢ + ©
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Command Your Attack Surface

Global Managed Services

Exposure Management

ANTNEBVBITILA Dvel
CWVbb AVTIDVLION

Detection & Response

NXDB NEX1-CEWN 2IEN
DEIB 1HBEVL INLElT

Attack Surface Management

ENDPOINT TO CLOUD VISIBILITY AND MONITORING

Rapid7 Al Enqgine

COUMECL COBBETIVLE COULEXLNVTISE bBIOBILISE BE2bOWD
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R7 Labs External Scans Agent Network APIs Collectors  Applications Cloud Identity Containers SaaS laC Supply Chain
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TAKE COMMAND WITH

RAPID})

Comprehensive Attack Surface Management

. . Attack Surface 0
Establish a Single ;
. S o u rc e . 0 f Tr u t h .— $ Your Attack Surface (D Understanding your data Query your Attack Surface

Consolidate asset inventory and

identities across all internal tools fh 60,926 & 3,781 64,707 44,265 95

to create a un |f'| ed’ relia b le data = Total Assets > Total Identities > Admin Identities >
source. n-Premises Assets Cloud Assets
Focus on Highlmpact FEcitydctions T —
Actions B B
Focus your team on the highest o—— () 26,926 Assets without Endpoint G 14,572 assets without a Vulnerability & B3 Admin identities without MFA Enabled
Security Scanne; Enable MFA for this group of users

Install an endpoint security agent on these
assets to complete coverage

impact tasks by prioritizing
signals with full context.

External Attack Surface

Enhance Attack 5 8,035 v o

\__L.J
Surface Visibility®
Get a complete view of your

Externally accessible
domains and subdomains

1,645 IP Addresses

Externally accessible hosts

Setup up vulnerability scans for full coverage

View All

C_S 173 certificates Cﬁ 3'717 Services

SSL Certificates on external Running services exposed on
hosts external hosts

external attack surfaceto
proactively detect and mitigate
risk before exploitation.



ONE CENTRALIZED HUB RAPID})

For Exposure Prioritization and Remediation

Remediation Hub
Solution-Orientede—— 7o ®® Context-Enriched
Look for solutions, not problems Ensure remediators have access torelevant
Understand the actions your team can () 259 TotaiFisk ® @ 14.6% vinmsities et (2) 625 arsats Upistad . business, environment and asset contextto
take to make the biggest impact on 4 % st 308 O tareit vk recc i when spplying Fop 28 kit make informed decisions and act fast.
organizational risk reduction.
3,208 Solutons D o nh
& run B cemy
T Stk J Pie Soaw Anent Fraage Yikanatd tat
Holistic Management O a2z 1221 - - n Deeply Integrated
. €D Loy g s ottt w00 1380 " Leverage 290+ out-of-the-box
Break down silos between on-prem and » ) A )
D lbgrate Manst 1 e X5 s e a integrations with popular security and

cloud environments, taking a
comprehensive approach across your 2 UL e
entire hybrid estate‘ & Lpgreze 1bg.£al0 lo wardze 170 Jedaslied 13 200 16 [

ITOps tools, allowing teams to weave
exposure remediation into their existing
workflows without adding friction.

Act Once, Solve Many
Group remediation activity across your entire estate,
allowing teams to work smarter, not harder, applying a
solution globally ensuring risk is addressed in bulk
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Flexible Reporting Options, Tailored to End-Users

l.‘ Sesinem i e b ot > 0,369
g . 2984 3675 2,046 1,664

10,671 108 150

Executive Risk View Cloud Risk Summary

Layered Context Vulnerability Prioritization Dashboard Actionable Remediation Planning

View all reports: https.//docs.rapid7 com/services/mic-welcomegrepors-you-can-access




NEW EXPOSURE COMMAND FAMILY

DEFAULT LAND MOTION

Exposure Command Exposure Command Optional
Essentials Ultimate denn

Complete, single source of truth with Full stack exposure management with
actionable detection & validation /  proactive, end-to-end remediation

6

Intelligence Hub
Risk-based exposure management Cloud Security

=2 & ik

Stay ahead of  Eliminate blind Automate Close cloud Detect threats Drive cloud
zero-days spots remediation breach at runtime compliance
patterns

2%

Active Patching

@

Controls Monitoring

S

Vulnerability management

@ ¢

Detect critical Harden on- Deliver Shift left Cover Protect
risk prem devices defensible emerging risk modern apps
analysis

A more detailed look is available here.

34
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(+) ExposureCommand

Continuous
Application

Cloud-Native
Application

Complete Attack
Surface

Hybrid Vulnerability
Management

Management

Protection

Security Testing

Complete attack
surface visibility from
insight and out -
powered by Surface
Command

Detect and prioritize
vulnerabilities with
purpose-built
assessment from
endpoint to cloud.

Proactive risk and
compliance
management for
modern cloud
workloads

Automatically identify,
triage, prioritize and
remediate application
risk

18
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