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New Environments Create New Attack Methods

Compromised identities and credentials remain a constant target in cyber attacks.

Malicious Actors Identities Enterprise Resources Actions on Objectives
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Understanding the Attack Chain

How do we defend against this attack path?

Identity Compromise Lateral and Vertical Movement Privilege Escalation and Abuse
(Credential theft)

+ Single Sign-On « Zero Standing Privilege * Continuous Authentication

* Passwordless Authentication * Just-In-Time Access * Time-Bound Access

* Adaptive Multifactor Authentication * Role-Based Access Control * Session Monitoring & Analytics

* Session-less Cookies * Limit Scope of Influence (Blast Radius) * Audit Logging & Session Recording

* Browser Cookie Protection « Randomize/Unique Local Credentials * |dentity Threat Detection & Response
* Credential Store Protection + Session Protection * Privilege Analysis

« Complex Passwords/Secrets » Session Isolation * Least Privilege Enforcement

* Password/Secret Vaulting * Session Monitoring & Analytics * Lifecycle Management

» Password/Secret Rotation * |dentity Threat Detection & Response * Compliance Campaigns

* Credential & Session Isolation * Application Control * Application Control

* Removal of Hard-Coded Credentials
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Today’s ldentities and Environments

New identities, new environments, new attack methods
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CyberArk Identity Security Platform - Se¢
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Modern PAM - Secure Infrastructure Access

Zero Standing Privileges + Vaulted credentials: VMs, Databases, K8s

Native User Experience Reverse tunnel
&5 CYBERARK' \

Secure Infrastructure
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Strong Authentication - Adaptive Multifactor

Authentication Profile

Profile Name *

Support Team MFA Profile

Authentication Mechanisms

Challenge 1

Password

Mobile Authenticator

Phone call

Text message (SMS) confirmatior
Email confirmation code

OATH OTP Client

3rd Party RADIUS Authentication
FIDO U2F Security Key

Security Question(s)
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1 < Number of question

Challenge Pass-Through Duration (D)

8 hours v

Challenge 2 (optional)

v Password

v Mobile Authenticator

Operating System

Time of Day

Account

Geo Velocity

Geo Location

Day of Week

Add an Extra Layer of Protection
before granting access to corporate applications

Protect a broad range of
use cases and resources
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MFA EVERYWHERE AUTHENTICATION METHOD SUPPORT

Broadest choice of authentication
factors, including a variety of
Passwordless factors.
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TTTL
RISK-AWARE

Leverage machine learning for
behavior-based MFA

11T

JIIL

dl©

STANDARDS BASED

Architected for using OATH, FIDO,
and RADIUS standards for out of box

integrations
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CyberArk Secrets Manager

Remove hard coded credentials and start rotate them

APPLICATION EXAMPLES

CyberArk
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[ password = GetPassword()

SDKs & Dev.
Libraries

Go, Java, Ruby, Python
.NET, C/C++, CLI, REST
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Security Tools
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Other Third Party
Applications

C3 alliance partners solution
with built in integrations
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UserName = GetUserName()

Host = GetHost()
ConnectDatabase(Host, UserName, Password)

UserName = “app”

Host = “10.10.3.56”
ConnectDatabase(Host, UserName, Password)

T BEFORE
1

Eliminates risk from hard-coded application
credentials by calling APIs

Achieve passwords / keys rotations

Many forms of APls and 100+ integrations OOB
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Modern PAM - Secure Web Access

Workforce Password Management + Vaulted credentials = Secure Native Access to critical Web Apps

2T\
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Native User Experience Reverse tunnel (optional) "‘ ,
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End User Web Applications
*  VPN-less *  Cloud Web Apps
- SSO * Risk-based adaptive MFA * On-prem Web Apps
© MFA * WPM - Secure retrieve of credentials via ldentity
- SWS — Session monitoring and protection Connector
- CSB — Password Replacement
T
CyberArk v
Secure Browser PAM Saa$S or PAM SH
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Modern PAM - Secure Cloud Access

Secure, native access to cloud consoles and services with ZSP across multi-cloud environments.

Native User Experience Escalates Privilege As A Azure
Needed
@, CYBERARK' " Coogetloud
g
End User Cloud Management
- VPN-less Consoles
. |\S/|?:,CA) . g!oud Visibility — Onboard Workspaces & run . Centralized
IScovery Platform across
*  Flows — Access Request Workflow :
Secure Web Sessions — Record User Sessio multi-cloud
b2 Standingcloudla-clcess I - e r er e & IQW-EMNH enVIronmentS
ol e o ) - Least Privilege
@ | © | oo ) R — - e e with on-demand
@ robert@abepharma.com a5 AWS IDC user demo-account 3 ® Feb 03,2024, 1238:54 PM .
CyberArk B SR escalation
N - A e ® Feb o
Secure Browser 2 )
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I0C user 3 Feb 03, 2024, 123854 PM
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®

Rights control and just in time access

Measure and grow adoption with native UX; Centrally audit all privileged sessions

J—
IT Users e IT Targets
g @ Cloud CLI or Zero Standing Privileges (ZSP) .8 ‘ s e O
\) m m% C ons OI e Google Cloud
WIN/*NIX Admins Data Center
Database Admins OT System
IT Ops RDP, SSH, DB, Just-in-Time (JIT) Access Windows Infrastructure
— KubeCTL >
Help Desk *NIX Infrastructure
Cloud Operations Databases
Security Ops Containers
3rd Party Vendors RDP, SSH. Secure Standmg Access > Cloud Services
CyberArk Ul
SaaS Apps

— =

Request access through existing Centralized audit logs /
approval workflows. recordings with Al session
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CyberArk Secure Browser

Launchpad to everything enterprise

o

MFA

Cookieless Browsing
= In memory
= In CyberArk SaaS
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Adaptive Passwordless Login
Securing the device
Passwordless options
Risk based/Orchestration
NIST AAL Compliance

Secure Browser

Role Based Application View
Passwordless Launch
Profile based access to resources
Conditional Access Policies

CYBERARK"
PAM

Modern Day
Privilege User

Shared Admin Web Applications
Securing of shared admin credentials
Auto injection of complex password

Sensitive Web Applications
Passwordless reverification for access to
sensitive corporate data
Session recording
Session control — prevent copy/paste/
download
Motion/inactivity detection
Continuous Authentication

CyberArk Privileged Access Manager
Password replacement
Sidebar shortcut access
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Why CyberArk?

Leading Identity Security platform

Best of all worlds in platform Integrations Full PAM security
* Best of breed for individual « Support out of box for 900+ * Credentials management and
technologies: platforms rotation
* PAM — Gartner Leader . e '  Session Management and
MQ PAM 6 times in row Customization of plugins Recording g
« Secrets Management — * Native access increase Threat Analvtics
Gartner Leader adoption - support of IT tooling y
» Endpoint Privilege (RDP_managers, SSH clients, « Just-in-time access
Ilﬂ:;;grefrgrewi;dgvavr;ner DB clients, Web browsers ..) \ e S Fiiecs
. * Support for enterprise security . Adaptive MFA and SSO
pioriorce User and IT systems (SIEM, HSM, aptive MFA an
g MFA, Authentication, ..) *  Remote VPNIless connection

* Single integrated platform Secure Browser

* Security first mindset - Endpoint Identity Protection

* Services of excellence
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