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2024 breaches in numbers
Verizon 2024 Data Breach report

Human Element Ransomware Extorsion Login vs. vulnerability
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New Environments Create New Attack Methods

Malicious Actors Identities Enterprise Resources
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External Threats
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Understanding the Attack Chain

How do we defend against this attack path?

Identity Compromise (Credential

theft)
» Single Sign-On
 Passwordless Authentication

+ Adaptive Multifactor
Authentication

+ Session-less Cookies

* Browser Cookie Protection

» Credential Store Protection

* Complex Passwords/Secrets
« Password/Secret Vaulting

» Password/Secret Rotation

* Credential & Session Isolation

* Removal of Hard-Coded
Credentials
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Lateral and Vertical Movement

Zero Standing Privilege
Just-In-Time Access
Role-Based Access Control

Limit Scope of Influence (Blast
Radius)

Randomize/Unique Local Credentials
Session Protection

Session Isolation

Session Monitoring & Analytics
Identity Threat Detection & Response

Application Control

Privilege Escalation and Abuse

+ Continuous Authentication

* Time-Bound Access

» Session Monitoring & Analytics

* Audit Logging & Session Recording

* Identity Threat Detection & Response
* Privilege Analysis

* Least Privilege Enforcement

* Lifecycle Management

+ Compliance Campaigns

* Application Control
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Gartner Top 2025 Trends

1. GenAl Data Security Programs - protecting unstructured data

2. Managing Machine Identities
— Rise of machines — 82:1 machine identities vs. humans
— Only 44% of IAM teams are responsible for machine identities
— Zilla: 84% of organizations still rely on manual IGA

3. Tactical Al - initiatives re-prioritization

4. Cybersecurity technology optimization
1. Platformization
2. Balance between costs, architecture, operations

5. Extending security behavior and culture

6. Addressing Cybersecurity Burnout

https://www.gartner.com/en/newsroom/press-releases/2025-03-03-gartner-identifiesthe-top-
oncgyloerseeurity-trends—for-2025 @5 CYBERARK'



Solutions for Securing Every Identity

. g /
Workforce Developers Machines
I_
Securing Workforce Users Securing IT Admins Securing Machine Identities
Securing Developers
Securing High Risk Users Securing Cloud Operations Teams Securing Secrets for Hybrid IT

Secure Desktops & Servers
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A Zero Trust posture requires people, processes and technology.
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Enterprises Must Secure Two Types Of Identities
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Observe, assess risk from, and
secure machine identities.

Ensure secure access
PROBLEMS between machines.
TO SOLVE ~
Make lifecycle management of Meet security policy,
machine identities automated and compliance and regulatory
transparent. needs.

Across The Full Spectrum of Machine Identities

k Software Ltd. All rights reserved @ CYBE RAR K

Eliminate the risk from
compromised machine
identities.
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RISK &
COMPLEXITY
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Broad Solution Solves Machine Identity Security Challenges

Secure Certificates, PKI and Secrets. Automate and Prevent Outages
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Machine Identity Security
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Secure
Machine _ .
Identities Certificate and PKI Management ‘ Secrets Management
CLM (Certificate Lifecycle Management) = Centralized secrets management
PKI (Public Key Infrastructure) Secrets discovery
Certificate discovery Rotated and dynamic secrets
Code signing
Secure
Admin & IT [
Resource | Secure Access: Certificate & DevOps Admins, IT Resources
Access CyberArk PAM /CyberArk Identity Security Platform
. — J
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Challenges with secrets management

They exist everywhere Secrets are hard-coded Secret values are Secrets are stored
(on prem, cloud) in clear-text static and aging locally on system
a o
Secrets leaked to Lack of accountability Security islands caused Pursued by attackers
repositories accidentally and governance by vault sprawl (insider and external)

a4
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Example Breach: Machine Credentials & Secrets

Attack Vector:
Unprotected and hardcoded secrets in Uber’s PAM
automation code

Result:
Most of Uber’s data and IT infrastructure was
compromised

In the attacker’s own words:

Tea Pot

ok so basically uber had a network share \\| ots. the share
contained some powershell scripts.

one of the powershell scripts contained the username and
password for a admin user in = _ - (PAM) Using this i was able to
extract secrets for all services, DA, DUO, Onelogin, AWS, GSuite

© 2025 CyberArk Software Ltd. All rights reserved

Negative Consequences:
Stolen data dumped to social media to
embarrass and mock the victim

e vx-underground . \
= They disclosed Uber's financial data

$143M $88M

= vx-underground

Update: A Threat Actor claims to have completely compromised Uber -
they have posted screenshots of their AWS instance, HackerOne
administration panel, and more.

They are openly taunting and mocking @Uber.

posted a comment. Sepl@

EN HACKED (domain admi
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CyberArk Secrets Manager

Remove hard coded credentials and start rotate them

APPLICATION EXAMPLES

Type

System

Application ZEEE OROCLE el
Servers ¢g;;g§ 00 v
CI/C_D Tools 3 n=,
Chains .
Terraform

Container [

3
Platforms /PaaS O kubernetes @
SDKs & Dev. Go, Java, Ruby, Python
Libraries NET, C/C++, CLI, REST

Multiple Platforms

Windows, *nix,
z0S, Cloud

RPA

AUTOMATION ¥ WorkFusion
ANYWHERE

blueprisni WiPath

FAobotic Process Automation

Security Tools

Y o's O tenable
ForeScout @ Qualys.

Other Third Party
Applications

C3 alliance partners solution
with built in integrations

CyberArk
VAULT

| AFTER |

UserName = GetUserName()

I Password = GetPassword()
Host = GetHost()

ConnectDatabase(Host, UserName, Password)

UserName = “app”

IR Password = “y7qeF$1”
Host = “10.10.3.56"
ConnectDatabase(Host, UserName, Password)

| BEFORE |

= Eliminates risk from hard-coded application
credentials by calling APls

= Achieve passwords / keys rotations

= Many forms of APIs and 100+ integrations OOB
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CyberArk Secrets Manager Services
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4 Key Challenges For Securing Certificates and PKI

* Lost revenue and Manual processes lead to  Legacy Windows PKI Risk of compliance

customers, damage to human errors and higher unable to scale and meet violations, costly

reputation and brand costs. the demands of dynamic downtime, security

caused by expired Shrinking certificate cloud environments and breaches and potential

certificates lifecycles and increased mobile devices. fines.
complexity.

Issues at Certificate Unnecessary high risk
Authorities requiring and cost to operate and

renewal fire drills. maintain.

@ CYBERARK"



Expired Certificates
Cause Real Consequences

Just one recent example

EXPIRED CERTIFICATE:

* Cancelled and delayed flights

FAA Ground Stop

« Telling customers of significant IT outage
* Reputation?

Alaska Airlines Flights Canceled and Delayed
After IT Outage Prompts FAA Ground Stop

Alaska Airlines was forced to
cancel and delay some
flights on Sunday night after
an IT outage crippled
multiple computer systems
at the Seattle-based carrier,
prompting the Federal
Aviation Administration
(FAA) to issue a temporary
ground stop.

The airline was quick to reassure worried passengers that the outage was
not the result of a cyberattack. Engineers eventually pinned the blame on
an out-of-date security certificate which needed to be updated.

LEARN MORE

© 2024 CyberArk Software Ltd. All rights reserved @ CY B E RAR K®


https://www.paddleyourownkanoo.com/2024/09/23/alaska-airlines-flights-canceled-and-delayed-after-it-outage-prompts-faa-ground-stop/

CA/Browser Forum & Public Trust

CA/B Forum Working Groups

:]

Browser & OS Companies Public CA Vendors

T aws
‘ Be Microsoft o
* SwissSign

S/MIME Certificate

Go gle 0 GlobaISign Let’sn

’ Encrypt

() Opera  mozilla GECTIGOD® digicert

FOUNDATION

4 : : R
CA/I?r.owser Forum is a voluntary gatherlng of Changes are proposed via ballot from a working
Certificate Issuers (CAs) and suppliers of Internet group, and must be voted on by both certificate
browser software and other applications that use issuers and consumers
certificates.

g J
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Certificate validity Decrease

Here is the confirmed phased rollout:

» March 15, 2026: Certificates capped at 200 days

« March 15, 2027: Reduced further to 100 days

» March 15, 2029: Certificates limited to 47 days, with Domain Control Validation (DCV) periods
shortened to 10 days

https://www.root.cz/clanky/certifikaty-pro-https-zkrati-postupne-do-roku-2029-svou-zivotnost-na-47-dni/
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Countdown has started
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Work Load
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®
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Current Manual Processes Do Not Scale

Generate Key Pair and CSR 500,000 472,232
450,000

Retrieve CSR

400,000

350,000

Submit CSR to CA

300,000

g pe 250,000
Retrieve Server Certificate
200,000 182,505

s 2 . s 158,700
Retrieve Root/Chain Certificate by . ) 150,000

Admin (Optional)
Tasks

100,000
Certificate 50,000
Authority

Install Root/Chain Certificate Cloud / Platform (CA)
(Optionol) ” Operations B Shorter Lifecy

@

Install Server Certificate

Q

M Actively Managed Certificates

©)

Restart Application

App

Validate Installation Owrers

O

Move to 47 days = 8x more renewals

®

Monitor Expiration
52K certificates = 472K renewal events/year

|t’s not Simple. It is complex and error prone. 1 hour per renewal = 472,000 hours = 54 years of labor

© 2025 CyberArk Software Ltd. All rights reserved
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Configure Automation (one
time)

Approval (Optional)
Generate Key Pair and CSR
Submit CSRto CA

Retrieve Server Certificate

Install Server Certificate

Install Root/Chain Certificate
(Optional)

Restart Application

Validate Installation

Monitor Expiration

Automation. The Ideal State.

@@ ®

e e e = = =

| N
I@ CYBERARK |

| CERTIFICATE MANAGER 1

Certificate
Authority
(CA)

Dev Cloud / Platform App
Team Operations Owners

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-16.pdf

© 2025 CyberArk Software Ltd. All rights reserved

NIST 1800-16

NIST SPECIAL PUBLICATION 1800-16

Securing Web " )
Transactions Automation should

LS Server Certificate Management be used wherever
possible for the
enrollment,
installation,
monitoring, and
replacement of
certificates...

Certificate Services Team

Provide a central system that supports resource owners in
automating management of certificates

Resource Owners

Automate the management of their certificates

enables enterprises to address TLS
MNIST 1800-16  server certificate security and operational
risks.
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CyberArk Certificate Manager

* Discovery

Network Discovery
Certificate Authority Import

* Inventory

Continuous Monitoring
Reporting
Notification & Alerts

* Policy

Ownership & Accountability
Policy Enforcement
Approvals & Governance

e Renewals

Automatic renewal
Automatic deployment
Verification

Cloud / DevOps / Legacy
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Securing Certificates and PKI Architecture

CyberArk Certificate Manager, SaaS

CyberArk Zero Touch PKI
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123 Certificates in 15 Org Units and 14 Applications 606 Unassigned certificates J a m f Workspace ONE
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0 GlobalSign. = S enticates expired,or bou 0 expire - : :
neMe Notification : i Issuing CA Issuing CA Go g|e
SECTIGO e —— B8 icrosoft
e enewa I I |||
%Go o A | I I i I I P I I.. @ Mobilelron
\- —/
Governance
VSatellite DevOps VSatellite Auto Enroliment  Auto Enrolliment
(Provisioning) (discoveerisioning) Connector Connector
— o gigh Availability (Q%%
= = ]
—&h— .
¢ L Network devices AD-joined users and computers BYOD (non-AD-joined)
Application servers
Cloud Workloads Datacenter Workloads
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User & Device Certs
802.1x and VPN

Managed users /
devices
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Autotomatic Renewals

© 2025 CyberArk Software Ltd. All rights reserved
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MACHINE IDENTITY SECURITY
CYBERARK" ohe
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CyberArk Ranked 15t in the Secrets Management Use Case
in the 2024 Gartner® Critical Capabilities for PAM

Product or Service Scores for Secrets Management CYberArk Secrets Management Centra"y

CyberArk I e discovers, secures and rotates secrets
ARCON I N I : <o S
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Don’t Wait for 2029. Get Ahead Now.

Run Run a TLS discovery scan and build a comprehensive inventory

v

Inventory Inventory where certs are deployed

v

|dentify Identify weak, expiring, or misconfigured certs

v

Prepa re Prepare for lifecycle compression before it hits

@ CYBERARK"



CYBERARK"

THE IDENTITY SECURITY COMPANY *

Thank you

Swipe up to unloek

\.

© 2025 CyberArk Software Ltd. All rights reserved



	Slide 1: CyberArk Machine Identities (Secrets, Certificates)
	Slide 2: 2024 breaches in numbers
	Slide 3
	Slide 4: Understanding the Attack Chain
	Slide 5: Gartner Top 2025 Trends
	Slide 6
	Slide 7
	Slide 8: Enterprises Must Secure Two Types Of Identities
	Slide 9
	Slide 10
	Slide 11: Broad Solution Solves Machine Identity Security Challenges
	Slide 12: Secrets Management
	Slide 13: Challenges with secrets management
	Slide 14: Example Breach: Machine Credentials & Secrets
	Slide 15: CyberArk Secrets Manager
	Slide 16
	Slide 17: Certificates Management
	Slide 23: 4 Key Challenges For Securing Certificates and PKI
	Slide 24: Expired Certificates Cause Real Consequences
	Slide 25: CA/Browser Forum & Public Trust
	Slide 26: Certificate validity Decrease
	Slide 27: Countdown has started
	Slide 28: Current Manual Processes Do Not Scale
	Slide 31: Automation. The Ideal State.
	Slide 32: CyberArk Certificate Manager
	Slide 33: Securing Certificates and PKI Architecture
	Slide 34
	Slide 35
	Slide 37
	Slide 38: Don’t Wait for 2029. Get Ahead Now.
	Slide 39: Thank you

